
Azure Landing Zones
6th December 2023 - External Community Call

Registration:

https://aka.ms/ALZ/CommunityCallRegister  

Agenda (please add suggestions):

https://aka.ms/ALZ/CommunityCallAgenda 

This month’s presenters:

https://aka.ms/ALZ/CommunityCallRegister
https://aka.ms/ALZ/CommunityCallAgenda


This meeting is being recorded



Before we get started...

At any point, if you have a question please put it 

in the chat! 
(we have members of the team here to help )

Also we may stop and discuss your 

question/point at that time, we want this to be 

an open discussion with all of you 
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Agenda

• Implementation Options & Accelerators Reminder

• Public Roadmap Reminder

• What’s New in ALZ?

• AMBA Updates

• MMA Deprecation Updates

• ALZ Terraform v.next Intro & Deep Dive

• Our asks to you – help us drive the shape of ALZ

• Wrap up



Implementation Options & Accelerators 



Accelerators 

aka.ms/ALZ/AAC

https://aka.ms/ALZ/AAC


ALZ Public Roadmap

aka.ms/ALZ/

Roadmap

https://aka.ms/ALZ/Roadmap
https://aka.ms/ALZ/Roadmap


ALZ What’s New?

https://aka.ms/ALZ/WhatsNew

Single place to 

stay up-to-

date

https://aka.ms/ALZ/WhatsNew


ALZ Team @ 

HashiConf 2023

Get in the (Landing) Zone 
with Terraform on Azure

https://youtu.be/mXJiVCbWc6g?si=UrOrL-4RQNnpHO8q
https://youtu.be/mXJiVCbWc6g?si=UrOrL-4RQNnpHO8q
https://youtu.be/mXJiVCbWc6g?si=UrOrL-4RQNnpHO8q


More Brownfield 

Guidance
NOW LIVE! 

aka.ms/alz/brownfield

https://aka.ms/alz/brownfield


Networking –

AVNM

New Section in CAF

https://learn.microsoft.com/azure/cloud-adoption-framework/ready/azure-best-practices/define-an-azure-network-topology#azure-virtual-network-manager-in-azure-landing-zones


Networking –

Multi-Region DNS

New Addition to CAF

https://learn.microsoft.com/azure/cloud-adoption-framework/ready/azure-best-practices/private-link-and-dns-integration-at-scale


Application 

development 

environments in 

Azure landing zones

COMING SOON



ALZ Policy Testing 

Framework

https://github.com/Azure/Enterprise-Scale/wiki/ALZ-Policies-Testing
https://github.com/Azure/Enterprise-Scale/wiki/ALZ-Policies-Testing


ALZ Portal 

Updates
aka.ms/alz/portal

• Virtual WAN Routing Intent 

Support – Thanks Recep 

• VPN GW Active/Active Config 

Support – Thanks Terry 

• Azure Firewall Basic IP Subnet 

Clashes & Bug When Deployed 

With VPN GWs – Thanks Sacha & 

Jack 

• Support Added For Italy North 

Region – Thanks Jack & Jared 

• AMBA Added As New Blade – 

Thanks Jan & Arjen 

https://aka.ms/alz/portal


ALZ Policy

News
aka.ms/alz/policies

• New Backup initiative and 

updates

• Immutability audit

• Storage account backup

• Vault private endpoints

• Working with PG to create new 

policies

• *New Assignment*

• New Zone Resilience initiative

• Audit Zone Resiliency based for 

supporting resources

• *New Assignment*

• Diagnostics Settings

• Dependency on versioning (delayed)

• Looking for a way forward in short 

term

https://aka.ms/alz/portal


AMBA – It’s GA!



• Finished migration to the new 

AMBA repo. It´s GA! - Thanks Jan, 

Sacha, Bruno, Alex, Paul, Bryan, 

Joseph, Arjen 

• Added to ALZ Portal deployment 

– Thanks Jan & Sacha 

• Service Health Granular 

Deployment Flexibility – Thanks 

Bruno 

• Documentation updates – Thanks 

Bryan 

• Added guidance on how to 

deploy only Service Health alerts 

- Thanks Arjen 

• Added support for adding 

multiple email address in Action 

Group – Thanks Bruno 

• New alerts – Thanks Alex 

• Application gateway

• Load balancers

• Express route ports

AMBA
Updates aka.ms/amba/patterns/alz

https://aka.ms/amba/patterns/alz


• Landing zone initiative v2

• Front door (classic) 

• Front door (CDN profiles) 

• App Services

• Traffic Manager

• Decoupling Service Health 

initiative deployment from Action 

Group and Alert Processing rules

• Extending existenceCondition to 

detect and remediate 

configuration drift

• ALZ Portal updates

• Action Group Actions and 

Notifications flexibility

• Web and secure webhook

• Logic Apps

• Event hub

• ARM roles

• Azure Function

• Automation Runbook

• AMBA for ALZ Bicep/ Terraform

AMBA
Roadmap aka.ms/amba/patterns/alz

https://aka.ms/amba/patterns/alz


MMA Deprecation Update



MMA → AMA or Alternatives Update

• We have been working on this for a while – over a year 

• And it’s still a work in progress – it’s complex

• UMC, Change Tracking, Sentinel, MDFC (and all its plans), VM 

Insights, Policies, Managed Identities etc.

• We’ve had policies fixed that had hardcoded regions to East US, hardcoded VM SKU 

lists and more

• We think we might finally have all the pieces of the puzzle to piece 

it together for ALZ customers

• MDFC is the last piece of the puzzle and we’re working closely with the PG

• April 2024 for MDFC for VMs parity to MMA (best case timeline, may slip)



ALZ Terraform 

vNext Update



ALZ Terraform Module vNext

New Pattern Module: aka.ms/avm-ptn-alz
(Backed by the ALZ Terraform Provider: aka.ms/tf-pdr-alz)

Example usage: aka.ms/avm-ptn-alz-example

Scope of the new module
 Management groups

 Policy

 Role Assignments

https://aka.ms/avm-ptn-alz
https://aka.ms/tf-pdr-alz
https://aka.ms/avm-ptn-alz-example


How to build a Landing Zone

Compose the modules together
 Azure/avm-ptn-alz: Management groups and policy

 Azure/alz-management: Management resources like log analytics, etc

 Azure/hubnetworking: Hub networking with vNet or vWan

 Azure/vnet-gateway: vNet gateways

 Etc…

Azure Verified Modules (AVM)? 
 These modules will be renamed to align with AVM soon!



Demo and Roadmap

Can I use it now? 
 Yes. We want you to try it out now!

 Give us feedback by raising issues and / or PRs in GitHub.

What’s coming next?
 Improvements based on your and internal feedback

 Subscription placement

 Migration path

 Documentation

 End to end example in the ALZ Terraform Accelerator: aka.ms/alz-tf-acc

What does it look like? 
 Demo Time!

https://aka.ms/alz-tf-acc


Asks to the community



Help us shape the ALZ roadmap with 

these two short surveys!

1. Enabling multi-region support out of the box for ALZ

• Complete/fill out this survey for us

2. Tell us about how you deploy workloads!

• Complete/fill out this survey for us (takes two minutes)

https://forms.office.com/pages/responsepage.aspx?id=v4j5cvGGr0GRqy180BHbR0hxEL1FOilJsW9H1kSzFElUN0JZU1M4RVpaMUhXUUY4MVhWVEQ4WVFBTi4u
https://aka.ms/application_landing_zones_survey


Q & A



Next Community Call will be in 11th March 2024

Back to an US friendly time slot for this occurrence and then 

the one after will be back to this time slot 

Stay tuned to issue #1491 (ALZ/ESLZ Repo)

Recordings will be available at: 
aka.ms/ALZ/Community

https://github.com/Azure/Enterprise-Scale/issues/1491
https://aka.ms/ALZ/Community


Thank You! 

Stay up-to-date:
https://aka.ms/ALZ/WhatsNew   

This month’s presenters:

https://aka.ms/ALZ/WhatsNew
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